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Appendix C
Directory Signature Calculations

1.1 Introduction

This Appendix defines a standard method for generating signatures of files that are contained in a Windows directory
structure.

1.2 File Sorting

Windows file systems are case insensitive. For this reason, all directory and file names MUST be converted to
uppercase prior to sorting. When processing the files that make up the directory signature, the files MUST be sorted by
directory name first and then the filename. The directory and file names MUST be sorted in accordance with ISO/IEC
14651:2016, International string ordering and comparison.

1.3 File Reading

Once the sorted list of files is created, the contents need to be read and hashed. This section outlines the reading and
hashing process for the various types of files that are encountered on Windows FAT and NTFS file systems.

*  Regular Files: Normal files MUST be hashed using the designated algorithm by reading the contents from the
beginning to the end. Seeds, salts, and offsets MUST not be utilized in the hashing of the individual files.

*  Shortcuts: Windows shortcuts are files that point to another file on the computer. Shortcuts MUST be hashed
using the designated algorithm by reading the internal binary contents from the beginning to the end. Seeds,
salts, and offsets MUST not be utilized in the hashing of the individual files.

*  System Files: Some files are not accessible when Windows mounts a file system. When these files are
encountered, the file name MUST be hashed instead of the contents.

*  Reparse Points: A reparse point is an NTFES file system object that contains a reparse tag and data that is
interpreted by a file system filter identified by the tag. Reparse points MUST be ignored.

1.4 Directory Hashing

For the purpose of calculating the directory signature, the hashing results for all individual files MUST be converted to
their uppercase hexadecimal ASCII equivalent characters. All white space, symbols and special characters MUST be
removed from the hashing results prior to calculating the directory signature.

The signature of a directory is a mathematically calculated value consisting of a variable number of hexadecimal digits
depending on the designated algorithm. The directory signature MUST be calculated over a single binary buffer where
the contents consist of a concatenated list of the individual file hashing results formatted as defined above and sorted
as defined in Section 1.2.
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1.5 Seeds/Salts/HMAC

Seeds, salts, and HMAC are used to introduce randomization into a signature. All seed, salt, and HMAC techniques
utilize data input from an external source to add some unpredictability to the final signature. Seed, salt and HMAC
algorithms MUST only be applied to the binary buffer used in the directory hashing process defined in Section 1.4.
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