
Game Authentication Terminal 3

Requirements and Design

3. Legacy GAT Works—Why Do We Have To Change It?

We have to change it because its level of specificity is too coarse.  In retrospect, it was a mistake to hash the entire response file.

As emphasized earlier, in response to a Authentication Level 1 Query, the returned response has to be exactly the same for an entire class of machines.  Useful information like date stamps, manufacturing dates, serial numbers… all such information must be omitted from the Level 1 response, because they change from machine to machine, and from time to time, and thus would change the hash value.

This problem became acutely obvious in mid 2002, after GAT had been in use in New Jersey for about a year.  Here is an actual response from a Bally game to a GAT Level 1 request:

As has been repeatedly emphasized, the hash of the entire response becomes the data that links back to the game in the database.

The problem surfaced when Bally Engineering made a change to one of the MPU EPROMs. That caused the part number of the EPROM, and its checksum, to change.  This in turn caused “GAME NOT FOUND” responses to pop up when GAT was used on those updated games in the field.

It turns out that NJ-DGE had no interest in tracking EPROM changes with GAT.  They have other methods, in place for years, for tracking PROM changes; their main interest in GAT was that it gave them a way of tracking changes to the CD-ROMs inside the new games that used them.

The solution:  (Your author also wrote the GAT program; please imagine him cringing as he writes this next line.) The internal code of GAT was altered.  If a line starting with the word “Manufacturer” also contains the word “Bally”, and if a line containing the word “Model” contains the word “V8700”, then only the three lines following the first line starting with the string “CD-ROM:” are included in the hash.

This is, of course, horrid and unacceptible.  In order to be useful in the future, the functionality of GAT must be expanded to be more flexible.

With that understanding of legacy GAT’s limitations in mind, we look now at GAT3, which addresses those problems.




[Authentication File Data]





Authentication Level : 1


Authentication Seed  : N/A


Manufacturer         : Bally Gaming & Systems, Inc.


Model                : EVO V8700





[Authenticated Item Data]





BIOS+:


 Checksum


 V7S0100BIOSP-01 : 20c9





CD-ROM:


 SHA-1/DSA


 V7GC7GC2SL00-31 : ca 4f 44 5a 5d 79 ed b6 58 4d ba ed 21 48 e4 d4 62


 24 73 4f dc 72 1d 4a 82 a8 53 f9 a7 d8 97 7d 21 18 04 cf 95 6a 54 6d





MPU EPROMs:


 Checksums


 V7M1E02C7204-21 : F68A


 V7M4E02C7204-21 : BD13


 V7PY43768702-00 : E659
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